Enabling SAML Integration with Azure AD
for EPM SaaS

1: Pre-requisites on CyberArk EPM

1.1 Login in to your EPM SaaS Admin Console as Administrator and Select Administrationtabon the
landing page. For example - Customers who had selected or chosen their Datacenter tobe
“US” will have received the link as “https://login.epm.cyberark.com/login” . The Admin Console
Link may vary depending upon the region you had selected during the Registration/Enrollment
Process.
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CYBER Management Options

Select Administration or select a Set
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1.2 Select “Administration” tile and Under Account Management, please make sure to
import/create other Administrators User Account (who will manage the EPM Policies),
View/Read only Accounts, leveraging email id and grant them require permission as “Account
Administrator” or “Allow to manage sets”.

The accounts that are createdin EPM, will get authenticated thru Single Sign on and MFA .

Remember the Account that you had logon is “Super User “ Account and as a Best Practices we
encourage try not to use this account besides Setting up initial configurations such as
1)Create another admin account


https://login.epm.cyberark.com/login

Management Options > Administration
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2: Configuration Steps in Azure AD to onboard EPM
Application

2.1Please login to Azure Portal Management console with Admin Access and select Azure Active
Directory. Under “Manage” please select “Enterprise Applications” = New Application > Create your
own Application >

Provide name : “<CyberArk EndPoint Privilege Manager>"

Choose Integrate any other application you don’t find in the galleryand click create

Home > BDLab01 > Enterprise applications | All applications > Create your own application
Browse Azure AD Gallery (Preview)

What's the name of your app?
~+ Create your own application (1) Request new gallery app QD Got feedback?

[ EndPoint privilege Manager

@ Click here to switch back to the old app gallery experience. — B N
What are you looking to do with your application?

(O Configure Application Proxy for secure remote access o an on-premises application

‘ £ Search application Single Sign-on : All User Account Management : All Catagories : All O Register an application you're working on to integrate with Azure AD

(®) Integrate any other application you don't find in the gallery
Cloud platforms

Amazon Web Services (AWS) Google Cloud Platform Oracle
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Google Cloud




2.2 Under Manage click “Single Sign on” and select “SAML”

Home > BDLab01 > Enterprise applications | All applications > Browse Azure AD Gallery (Preview) > EndPsoint Privilege Manager | Single sign-on >

EndPoint Privilege Manager | SAML-based Sign-on
Enterprise Application

Deployment Plan “

X Diagnose and solve problems

Set up Single Sign-On with SAML

1T Upload metadata file [,) Change single sign-on mode = Test this application P Got feedback?

Manage Read the configuration guide & for help integrating EndPoint Privilege Manager.
l Properties o

Basic SAML Configuration
& Owners f Edit

" : N .

2 Users and groups Identifier (Entity ID) Required

Reply URL (Assertion Consumer Service URL)  Required
2 Single sign-on Sign on URL Optional
2 o Relay State Optional
@ Provisioning Logout Url Optional
B} Application proxy
€ Self-service ) .

e User Attributes & Claims & Edit

Security givenname user.givenname
‘.:' Canditional Access surmame user.surname

emailaddress user.mail

L] i
a4 Permissions name

Unigue User Identifier
@ Token encryption

Activity
o SAML Signing Certificate
-3 Sign-ins

il Usage & insights (Preview)

B Audit loas

user.userprincipalname
user.userprincipalname

No certificates exist for this application. Add a certificate

2.3 Make the following changes in the “Setup Single Sign On with SAML”.

Basic SAML Configuration
Edit

Identifier (Entity ID)

https://login.epm.cyberark.com/SAML

Reply URL (Assertion Consumer Service URL)
https://login.epm.cyberark.com/SAML/acsu

Sign on URL
https://login.epm.cyberark.com/SAML/<Your Org name >



https://login.epm.cyberark.com/SAML/%3cYour

Relay State

Optional

Logout Url
https://login.epm.cyberark.com/SAML/slo

and Click “Save”.

Home > BDLab01 > Enterprise applications | All applications > EndPoint Privilege Manager | Single sign-on > Basic SAML Conﬁguration
EndPoint Privilege Manager | SAML-based Sign-on
Enterprise Application B save

“ T Upload metadatafile 7 Change single sign-on mode 1= applica 2 Got fer

B Overview Identifier (Entity ID) * ©

[ Deployment Plan The default identiféer will be the audience of the SAML response for IDP-initiated SSO

o

Setup Si Sign-On with SAML

K Diagnose and solve problems Default
Read the configuration guide ' for help integrating EndPoint Privilage Mansger.
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Manage o [ hetess/7iogin.epm.cyberari.com/sAMLY -] [0]
Basic SAML Configuration
! Properties
5o Identifier (Entity ID) Required
& Ownar Reply URL (Assertion Consumer Service URL)  Required
B Users and groups Sign on URL Reply URL (Assertion Consumer Service URL) * @
Relay State The default reply URL will be the destination in the SAML response for IDP-initiated 550
D single sign-on Logout Url
® Provisioning Default
. , https://login.epm.cyberark.com/SAML/acsu v D
B Application praxy 2] User Attributes & Claims . &
C Self-senice
givenname user.gvenname
Securit sumame usersurmame
R emailaddress user.mail )
® Conditional Access name useruserprincipalname Signon URL @
Unique User Identifier useruserprincipalname — -
2. Permissions [[ttpss pm.cyberarkcom/SAML/ -
@ Token encryption e
SAML Signing Certificate Relay State ¢
Activity :
No certificates exist for this application. Add a certificate Enter a relay state
3 sign-ins e |
4l Usage & insights (Preview) o
Logout Url @
B Audit logs Set up EndPoint Privilege Manager g o
2 Browicinnin Inne Braviswh You'll need to confiaure the apolication to link with Azure AD. httpsi//login.epm.cyberark.com/SAML/slo

2.4 Afteryou click save, your page gets refreshed with certificate and other values as below.



Home > BDLab01 > Enterprise applications | All applications > EPMSSO | Single sign-on >

EPMSSO | SAML-based Sign-on

Enterprise Application

$ Upload metadata file '() Change single sign-on mode  {= Test this application D Got feedback?

) Overview

Deployment Plan 9
SAML Signing Certificate )
K Diagnose and solve problems gning & Edit
Status Active
Manage Thumbprint 7910942A288737CDIADITEEFEIE29CDFFS90AD24
1t Properties Expiration 8/19/2023, 10:46:18 AM
Notification Email Saravanan.Thiyagarajan@cyberark.com
& Owners App Federation Metadata Url https://login.microsoftonline.com/9fba08a7-ca%s-... T
8 Users and groups Certificate (Basetd) Download
Certificate (Raw) Download
=] Single sign-on Federation Metadata XML Download
@ Provisioning
E? Application proxy o Set up EPMSSO

C Self-service You'll need to configure the application to link with Azure AD.

Security Login URL | https://login.microseftonline.com/9fbal8a7-ca98-... |

Azure AD Identifier . - - -
& Conditonal Access | hitps://sts.windows.net/9fba08a7-cad8-4nf5-84a6... [ |

Logout URL | https://login.microsoftonline.com/common/wsfed... |

d§\, Permissions .
View step-by-step instructions

@ Token encryption

2.5 Download the Certificate to your local machine and copy the following values. Or follow the view
step by stepinstructions.

e SAML Single Sign-On Service URL: https;//login.microsoftonline.com/9fba08a7-ca98-4bf5-
84a6-8da7f0f214a8/saml2

e SAML Entity ID: https://sts.windows.net/9fba08a7-ca98-4bf5-84a6-8da7f0f214a8/

e Sign-Out URL: https://login.microsoftonline.com/common/wsfederation?wa=wsignout1.0

2.6 Under Manage = Users and groups = Add user

Please add the users or groups who wants toaccess the EndPoint Privilege Manager.

3.Configuration Steps in CyberArk EPM AdminConsole

3.1 Login in to your EPM SaaS Admin Console as Administrator and select “Administration” tile and
Choose “SAML Integration” and edit the configuration as follows. Following values are required to
complete the setup and receive them from Azure AD

following thru the Section 2.



IDP Issuer URL https://sts.windows.net/9fba08a7-ca98-4bf5-84a6-8da7f0f214a8/

IDP Server Certificate <Upload the certificate obtained from IDP>

IDP Single Sign On UR https://login.microsoftonline.com/9fba08a7-ca98-4bf5-84a6-
8da7f0f214a8/saml2

IDP Single Logout URL https://login.microsoftonline.com/common/wsfederation?wa=wsignout1.0

Note: Please make sure to convert the certificate to “.der” format using your prefer tool For example —
openssl

an! Certificate =
- «— o Certificate Export Wizard
General Details Certification Path
Show: | <All> ~
Export File Format
Field value ~ Certificates can be exported in a variety of file formats.
A| Version v3

|| serial number 3fb58b73b 175b 445958 7eckf. ..

- | signature algorithm sha256RSA Select the format you want to use:

|| Signature hash algorithm sha256 (®) DER encoded binary X.509 (.CER)

__|[ssuer Idaptive Customer AAC4071

[ |valid from Saturday, 30 May 2020 9:20:... (O Base-64 encoded X.509 (.CER)

i *l Valid to Saturday, 1 January 2039 8:0... (O Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)
|G thimct Thantiue Cistamer AACANT71 & e . N a
nchude all certificates in the certification path if possible

% essful
! Edit Properties... Copy to File...
1
(]
i

3.2 EPM Login Configuration
Organization Identifier : <Your Org name or customize name >

EPM Login URL: https://login.epm.cyberark.com/SAML/<Organization Identifier>

Lock EPM login URL for users and redirectto IDP authentication —Please refer to belowimage

EPM Logout URL : <https://login.microsoftonline.com/common/wsfederation?wa=wsignout1.0>



https://login.epm.cyberark.com/SAML/%3cOrganization

IDP Server Configuration

Properties
Property Value
Signed Authentication Request True
Signed Login Request True
Signed Assertion True
Encrypted Assertion False
Signed SAML Response False
Signed Logout Response Falze
IDP lssuer URL hitps:iists windows.net/9fhald&aT-cadi-4bm-84a8-2daTiif214a8/
Value is case-sensitive
IDP Server Ceriificate Uploaded Browse

CER file in DER encoded hinary X.508 format

IDP Single Sign On URL | hitps:#ogin.microsoftonline. com/@fha08ar-ca98-4bf5-84a6-8daTiif214a8/sami2
|DF Server URL where EFM sends the SAML request for the login

IDP Single Logout URL | hitps:#login.microsoftonline.com/common/wsfederation Pwa=wsignout1.0
|DP Server URL where EPM sends the SAML request for the logout

EPM Login Configuration

Organization Identifier st

A segment that is added to the EPM service provider Entity 1D and turns it into a unigue EFM login URL for your
organization. Value is case-sensitive. The recommended value is your organization shorten name or
abbreviation.

EFM Login URL hitps:fogin.epm.cyberark com/SAML/st
URL where user can login to EPM server
Lock EPM login URL for users and redirect to IDP authenticafion
(O Al Users

@ A users, beside Account Admin

) None
EFM Logout URL hitps Mogin.microsoftonline. com/common/wsfederation ?wa=wsignout1.0
URL where user is redirected upon logout. This must not be the EFPM login URL.
5)Click Save

Validation Step:

After above steps are completed, You should still ableto login to EPM Admin console with your defaultad min
accountwithoutgoingthru Azure AD SSO.



Basically admin accountis configured for “Local Authentication”. All other accounts (Non-admin account) will gothru
Azure AD Security.

If you prefer to enable SSO including your admin accounts, please choose “All users” under Lock EPM Login URL.



